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Summary

Objectives: To infroduce o formal definition of dato
availability os o contribution to trustworthiness of
health information systems and fo outomatically detect
respective weaknesses and propose solutions.

Method: Specifying an ontology, based on enterprise
functions and application systems of {health) informa-
tion systems ond closely linked ta the Three-layer
Graph-Based Meta Model (3LGM2). Deriving opprapri-
ate measures and algorithms.

Results: A formal definition for doto availobility s in-
troduced and elucidated by an example. This concept is
used e.g. fa disclose missing communication links and
to suggest solutions.

Conclusions: Data ovailability is o necessory but not
sufficient condition for trustwarthiness of heolth infor-
motion systems. Ifinformation management has o
thoraugh description of the informotion system af its
disposal, e.g. by using 3LGM?Z, the calculatian of dato
availability does not need further efforts.
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1. Introduction

Since patient care is not only a health but
also a life and death issue [ 1], patients have
to trust on caregivers and both patients and
caregivers depend on the trustworthiness of
the information systems used. Trustworthi-
ness covers aspects “ranging from privacy
and security over systems’ availability to the
reliability of health data for care and re-
search” [2]. For ensuring availability espe-
cially of healthcare information systems, we
must consider their complexity and het-
erogeneity arising from bringing together
more or less autonomous application sys-
tems in one information system [3]. Despite
the engaged discussion between ‘best of
breed” solutions and ‘holistic™ or ‘inte-
grated’ approaches ([4], p277) this situation
will remain, especially for regional health
information systems.

These application systems support dif-
ferent (sets of) tasks such as clinical admis-
sion, radiotherapy, or care planning. As a
prerequisite for performing a task, certain
information is needed. For example, radio-
therapy at least needs name, birthday and an
identification number of a patient, which
should have been the result of clinical ad-
mission. If clinical admission is supported
by an ADT system (application system for
admission, discharge and transfer of pa-
tients) and radiotherapy is supported by a
RIS (radiological information system) the
covering information system has to have
means for transporting data representing
name, birthday and 1dentification number
from the ADT system to the RIS. The more
complex the information system, the more
difficult it is to check it for having these
means.

Hence, the availability of a whole health
information system or parts of it highly de-
pends on the availability of data represent-
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ing information about patients as well as

medical knowledge. This paper focuses on

this aspect of trustworthiness and therefore
deals with the following questions:

o How can information systems in health
care be checked for their ability to pro-
vide all of its application systems with
the data needed to support the tasks they
have to support?

e How can managers of information sys-
tems benefit from such checks?

We propose a model-based approach to give
an answer to these questions. Therefore we
first introduce an ontology to support
modeling information systems based on the
Three-Layer Graph-Based Meta Model
(3LGM?) formodeling health care informa-
tion systems [3, 5]. In Chapter 3 we apply
methods also used n compiler theory to
define data availability as a logical predi-
cate operating on 3LGM?*based models.
Chapter 4 will demonstrate how this predi-
cate can be used within information man-
agement not only to disclose problems but
also to suggest suitable solutions.

2. Ontology for Modeling
Information Systems
in Health Care

Analyzing the ability of an information sys-
tem to provide application systems with the
data they need, first requires an ontology.
This ontology has to contain precise de-
scriptions of the relevant parts of an infor-
mation system. We use 3LGM? which,
similar to [6], bases especially upon the con-
cepts of enterprise functions and application
systems.

An enterprise function can be regarded
as a directive for human or machine action.
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The tasks mentioned in the introduction
(e.g. “clinical admission”) are examples for
enterprise functions. Within the computer-

supported part of an information system, we
call the tools used to support the execution
of enterprise functions (computer-based)
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Enterprise fundtions and the accessed entity types in o model of on information system as described before in this

example. Entity types are depicted as ovals, enterprise fundtions as rectangles, interpretation as an arrow pointing to a func-
tion, update as an arrow pointing to an entity type. The meaning of dashed arrows is explained within the text.
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application systems. Application systems
may also store data. Interfaces enable com-
munication among application systems.
Let EF: = {ef|, ..., efp} be a set of enter-
prise functions, AS: = {as, ..., asy} be a set
of application systems, P >0, N >0. Let

SUP = (supw] be a two-dimen-

p=1..Pn=l.N

sional matrix describing the relationship
between tasks and tools mentioned above,
suchthatsup, ,€ {0.1}andsup,, ;= l ifthe
function ef}, is supported by the application
system as, and sup, , = 0 else.

Executing enterprise functions needs in-
formation of a certain type about physical or
virtual things of the hospital. These types of
information are represented by entity types.
Data representing information about par-
ticular entities of the respective entity type
are stored in application systems. The ac-
cess of an enterprise function to an entity
type can be in an interpreting or an updating
manner.

Let ET: = {et, ..., et} be a set of entity
types Q>0 and ACC = (aCCP’J,,:l .
be a two-dimensional matrix describing
how enterprise functions access entity
types. It shall hold that acc, ,& {0, 1, u, iu}
and acc, , = 01f enterprise function ef;
neither interprets nor updates entity type ety,
acc, . = i 1f enterprise function ef; in-
terprets entity type etg,acc, , = u if enter-
prise function ef; updates entity type et,,
and acc, . = i 1f enterprise function ef;
updates and interprets entity type et,.

In health care information systems, data
1s usually stored redundantly in different ap-
plication systems; for every entity type (e.g.
“Patient identification and case (ADT infor-
mation)”) a particular application system
{e.g. ADT-system) is defined as master sys-
tem. Only the master system creates or up-
dates data of the respective type. If a re-
spective data set has been created or up-
dated, a corresponding HL7 message [7] 1s
sent to all those application systems storing
this data redundantly. We can generalize this
concept of master systems for any entity
type.

The prerequisite are appropriate com-
munication links between these systems. We
can describe the communication links by a
communication matrix for each entity type



€ ET Let R : (nmj:] . Nbe a

communication matrix for et,. We define
tf .= 1ifas, can send data Iepresenting in-
formation about et, toas, and 1), =0 else.
Each commumcatlon matm R, is an adja-
cency matrix of a directed, labeled graph of
application systems and communication
links being able to exchange data aboutet,.

We assume that once data reaches an ap-
plication system it can be used within the
application system for storing or processing
deliberately as needed.

To model data storage we use a matrix

STORE = [storeq ")
Migel Q=
For data concerning entity type et, and an

application system as, we define storeq 0
0 if the data is not st01ed nas,, store, , ;=

- store, € {05,m}.

if the data is stored in as,, and storeq pi=m

if as, is master for et,.

Example (Part 1)

Suppose

» A set of enterprise functions EF:=
{ef},..., efg} as follows: ef, = “admunis-

trative admission”, ef, = “billing”, ef; =
“care planning”, ef, = “coding diagnoses

and procedmes efs = “imaging”, and
ef; = “report writing”.

o Asctofentity typesET'—{etl,., et} as
follows: et = “care plan = “diag-

nosis (coded)”, ety = patlent 1dent1f1ca—
tion and case (ADT information)”, et, =
“procedure (coded)”, ets = *“radiological
image”, and et, = “radiological report”;
» A matnx  ACC ::(acc )

P97 p=l. 6.9=1.6

as can be seen in Table 1. The matrix

ACC = (accp'q)p 1s tllustrated

=1. 6.4=1 .6

in Figure 1.

» A set of application systems AS:=
{asy, ..., asy} as follows: as; =“CIS clini-
cal information system”, as, = “com-
munication server”, as; = “controlling
system”, as, = “image serving system”,
ass = “MRT scanner system”, asy, =
“PACS”, as; = “PMS patient manage-
ment system”, and asg = “RIS radiology
information system”. In Figure 2 the
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Table 3
0RE=lsoe. | store, , Application systemsm =1, ..., 8
) e 3 112 T3 [e s [6 7 Js
Entity types 1 m 0 0 0 0 0 0 0
g=1.6 T To o [o [o o [0 [m |5
3 0 0 0 0 S S m s
4 0 0 0 0 0 0 m S
5 0 0 0 5 m S 0 0
) 0 0 0 5 0 0 s m
Table 4
3 B Application systemsm =1, ..., 8
K, ::(rw)m Srel 8 T2 3[4 5 Je [7 s
Application 1 0 0 0 0 0 0 0 0
systems 2 1o Jo [o o o o Jo [1
n=1..,8
3 0 0 0 0 0 0 0 D
4 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0 0
7 0 1 0 0 0 0 0 0
8 0 0 0 0 1 1 0 0
application systems are depicted as  be given: L, =0, =1, =D, =1, [, =

rounded rectangles.
® A support matrix
SUP:= (Supp-" )p=] L6n=1..8
describing the relationship between en-
terprise functions and application sys-
tems as can be seen in Table 2.
» A storage describing matrix

STORE = (storeq_” )

q=1 6,n=1..8
describing where entity types are stored
can be seen in Table 3.

e A communication matrix

R ( Lom )n:I Bm=1 8

for every entity type et, € ET, as for
example R, = 0,)

n=l. &m=1..8

for et; ( “Patient identification and case
(ADT information)”) (see Table 4).
For et, it shall hold: 1, = On=1.8m=
[..8, L.e. et; is not communicated. For the
other entity types the following links shall

2,=1, 1, =1, =1. The respective links
are 1llustrated and annotated by the indices
of the transported entity types in Figure 2.

3. Destribing Data Availability
by a Logical Predicate

Data availability in an information system
simply means that data which 1s needed in a
particular application system can actually
reach this application system. This is similar
to the data flow problem in compiler theory
[8]. These problems can be solved by apply-
ing methods from graph theory to [ind
shortest paths in a graph. [n compiler theory
this graph would consist of blocks of code
and the reach of data definitions to certain
blocks would be analyzed.

But, those methods can only be applied if
the underlying problem is formalized in a
way that adequate graphs can be con-

Methods Inf Med 5/2008
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Fig. 2 Application systems and their communication links in @ model of an information system as described before in
this example. Communication links are illustrated by arrows showing the direction of transport of entity types; the onno-
tated numbers g refer to the respective entity types et, € Eas being transported via the respective link and defined in S18.tif
The circles denote inferfaces which are not important in this context. Note that some links are not annotated by indices of en-
tity types; these links are not relevant for our example. Dashed and dotted arrows indicate needed but missing communication

links.

UnavailableET"" = {etq e ETY

~DATA_AVAILABILITY (AS;™, A5 e, )}

Fig. 3

structed. Using the ontology defined before
we can do so.

On this basis we can now define a logical
predicate checking even complex health in-
formation systems for being able to make
data of certain entity types (et,), which are
actually held by some apphcatxon systems
(4.5%ee), available for certain other appli-
cation systems (4S™¢). The following
predicate shall check the graph given by the
adjacency matrix R, for appropriate paths:

DATA_AVAILABILITY (AS%" A5 et
VaS,E A_Sh’ll’g('}l Hass IS A_SSOUI’Ce:
J path from as, to as, in the graph related
to adjacency matrix R,

e
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Set of interprefed entity types being uctually not available at the application systems where they are needed

This predicate is true if and only if data of
the entity type can reach all target appli-
cation systems from at least one of the
source systems.

Given a graph, checking for those paths
is no new problem and efficient solutions
like the Floyd-Warshall algorithm [9] can be
found in graph theory.

Example (Part 2)

Let us consider ets (“radiological image”)
and take its storing application systems
{asy, ass, asg} as AS** . Radiological im-
ages are needed at the “CIS clinical infor-

mation system” as, , because as; supports
report writing, which of course needs the
images. Therefore we take {as,} as 45",
In this example we can easily find out by
looking at Figure 2, that there is no appro-
priate path to deliver radiological images
from one of the storing systems to the “CIS
clinical information system”. Hence, the
predicate is false:

DATA_AVAILABILITY
({asy, ass, asg}, {as,}, ets) & false.

4. Applying the Predicate in
Information Management

The predicate DATA_AVAILABILITY can
support information management in con-
trolling even complex information systems
and helps discovering problems, which
otherwise would be covered by the Jots of
defails within an information system’s
architecture.

4.1 Unavailability of Interpreted

Entity Types
Let
ﬂ‘;“ = {etq € ﬂ\accw =ivace,, :iu}

be the set of entity types interpreted by an
enterprise function

AST? = {as eAS\sup”— }

the setof application systems supporting ef,
and

AS = {asn € A_S‘storew # 0}

the set of application systems storing entity
type et _

The following set UnavailableET " con-
taing the entity types being actually
not available, because there are no cor-
responding communication links to deliver
the respective data from the storing appli-
cation systems to application systems sup-
porting the execution of enterprise function

f, (see Fig. 3).



Example (Part 3)

The sets of
) Interpreted entity types are:

ETV =@, T35 ={et, ety et,}, ET3 =
{ets,ety}, ET™ = fets}, BT ={et,},
E_T_lsm = {etsrets} »
supporting application systems are:
45" :{357}> 457 :{857}7 48" :{851)854}>
A5 = {5 a5} ASY = [}, ASI" =
{asq}

o storing application systems are:
AST™ =as ), ASY" = {as, asq,
Aisjm {ass,asﬁ,asmass}, ﬁ?m =
{as; a5}, 4SS ={as

ﬁsélm = {8.54 »a87 >ass} >

h

4:"1557356}’

Let us first check the entity types being in-
terpreted by enterprise function (“care plan-
ning”) for unavailability (see Fig. 4).

We can find out further interpreted entity
types being unavailable similarly:

UnavailableET™ =@, UnavailableET"' =@,
UnavailableETy' = {et },
UnavailableET" =@, UnavailableET} = {et, }

Unavailability is marked in Figure | by
dashed arrows starting at the unavailable
entity type and pointing to the ‘suffering’
enterprise function.

4.2 Missing Communication Links
for Interpreted Entity Types

Based on the detected entity types being un-
available for their interpreting functions,
communication links should be identified
which could help to overcome these problems.
The following set indicates those communi-
cation links, which should be added to the in-
formation syster to assure thatallentity types
of ET"" would become available for enter-
prise function ef,. These communication links
have to ensure, that the entity types can be
transported from their master application sys-
tems to the application systems supporting the
function ef,,. Let therefore be
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UnavailableETg"

= {etq e {ets.et}

e

u{etﬁ

~DATA_AVAILABILITY (4S'™ AS}" e, )}
~DATA_AVAILABILITY (AS™", AS}” e, )}

~DATA_AVAILABILITY ( ASY™ A" et )}
= {et,[DATA _AVAILABILITY ({as, a5, 25, {as, s, et )

Ofet, [~DATA_AVAILABILITY ({as 5,05, a5, 5.} et )

= {et, rue} o {et, rue} = {et et}

Fig. 4  Setof interpreted entity types being actually not available of the application systems supporting enterprise function

“care planning”

Mz‘ssz’ngLNKj‘

[(asn,asm,etq)e@ﬁr" s
] ~DATA_AVAILABILITY (fas, ) {as, ) et )

€ AS™™ A l

Fig. 5 Set of communicatian links which have to be realized to avercame non-availability of interpreted entity types

AST = {as,, € ﬁ}storeq)n = m} the set of
application systems being master of an
entity type ef,. The set MissingLNK L:l shall

contain links described by their starting and
endpoints and the enfity type transported
(as,, as,, et). It shall  hold,
that et, is interpreted by ef, (et, eﬂ’;,“ )s
that the starting application system is
master of et,  (as, € AS7™7), that the
endpoint supports executing function ef,
(as, € AS°") and that there does not
exist any path from as, to as,, to transport

m

et (~DATA_AVAILABILITY (fas,}, {es, ) et, )
yet (see Fig. 5).

Example (Part 4)

The sets of supporting application systems are:
ﬁ:'nastm - {asl}, ﬁgnaslm — {357}, A_S;naslt:r - {%7},
és:il.ﬁ.cf = {%7}; ﬁ;]iuu‘l . {355} , A—Szm!n‘ - {358}
Let us first determine the links to be added
to overcome unavailability of entity types
being interpreted by enterprise function efy
(“"care planning”) (see Fig. 6).

We can find out further links simularly:

MissingLNK™ =@, MissingLNK™ =@,
MissingLNK™" = (as,,as, 1, ), MissingLNK" =0,
MissingLNK™ = (as,,as,. 1, )
_ - 6

L)

The links which have to be added are
marked by annotated dashed arrows in
Figure 2. This means, that interfaces and
communication links have to be imple-
mented for transporting radiological im-
ages from MRT scanners to the RIS, and to
the CIS in order to assure that images

Hethods Inf Med 5/2008
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ster
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—lDATANAVAILABILHY({as"},{asm},etq)

ias 8, et eAS><ASmp

Lr\l

J as, Eﬁ:‘aﬂﬂ/\ l
as 8,6t eASx{aspasA}x{ets,ets} .
~DATA_AVAILABILITY ({as, } {as, }.t, |

5

ter
as, €AS; A

—DATA_A VA]LABILHY({asn},{asm},etS]I

.‘ aS" EA_S?asLer/\
Ui(as,.as,,.et, ) € AS x {as jas, ) x ET
| ~DATA_AVAILABILITY ({as,}, {as, } e,

(a5t e A o, S
[~DATA _AVAILABILITY ({as, },{as, } e, )

J as, € {as,} A
U1 (as,,as,,, el ) € AS x {as, as, } x ET »
~DATA_AVAILABILITY ({as,} {as, }  t,)

=1(as,,as,,t, ) € AS x{as, as, } x ET
|

I3

I3

I {(ass,as,,ers)}ﬁDATA_AVAJLABle({ass},{ag},ets)}

| (a0t | -DATA_AVAILABILITY (fas, ) fus ], )|
l {(asq,85,,01,) DATA_AVAILABILITY ({es } fas } et )
{8y 25,01, )| DATA_AVAILABILITY ({as, . fes, et )}

= {(asj,asl,ets)ltme} U{(asy. s, et )]false}u{(asg,as],eté)lnue}u{(asg,as4,et6)|false}
= {(ass,as] ety ), (asq, as, et )}

Fig. &6  Setof communication links which have fo be realized to overcome non-availability of interpreted entity types at the
application systems supporting enterprise function “care planning”

(3as, € AS™® - ~DATA_AVAILABILITY (fas,}, 45> et, )). ‘

Fig. 7 Spedification of entity types being not transported properly to their storing places

|

UnstoredET;”d =qet, €ET ';"d
Jas, € AS'" —DATA _A VA]LABILHY({asn},AS‘m et ) J

9 7779

Fig. 8  Setof updoted but unproperly stored entity types
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are available when reports have to be
written. In addition, links are needed to
transport radiological reports from RIS to
CIS.

But note that not always the direct links
are best suited. [n the setting of this
example it may be e.g. appropriate to send
reports to the communication server,
which 1n turn could use the existing di-
rect link to CIS to send reports to this
system.

4.3 Improper Storage of Updated
Entity Types

Availability of data for functions inter-
preting them requires proper storage of this
data before. Data 1s stored in the context of
executing functions updating entity types.
Since we postulated a concept of master ap-
plication systems and redundant storage of
data in different application systems, we
have to check our information systems for
related problems. Given

ET“pd {et eET\acc =uvacc, }

as the set of entity types updated by func-
tion ef,. For every function ef, the set

UnstoredET"ppd will indicate the entity types
of ET“" which actually are

updated by an application system being
not master

({487 < 487 ))

(not allowed by the concept of master
systems),

e ornottransported properly to their stor-
ing places (see Fig. 7).

This leads to the combined formula in
Figure 8.

Example (Part 5)

The sets of updated entity types are:
B =), 512 -0, B = (e,

BT ={et,et,}, BT ={et ), ETY = {et,}

The entity types being not updated and
stored properly, are as follows:



UnstoredET"™ =@, UnstoredET™ =&,
UnstoredET"" = {et,}, UnstoredET" =
{et, et }, UnstoredET"* =@,
UnstoredET?™ = {et,}

This means, that care plans, diagnoses, pro-
cedures and reports are not stored or up-
dated properly in this information system
and appropriate measures have to be taken.

Improper storage is marked in Figure |
by dashed arrows pointing to the entity type
which 1s stored improperly and starting at
the enterprise functions causing the prob-
lem.

44 Missing Communication Links
for Updated Entity Types

Based on the detected entity types being
stored or updated improperly by their updat-
ing functions, communication links should
be indentified which could help to over-
come these problems. The following set in-
dicates those communication links, which
have to be added to the information system
to assure that all entity types of E7"*“can be
stored and updated properly by enterprise
function ef, (see Fig. 9).

Example (Part 6)

The links to be added to overcome improper
storage of updated entity types can be com-
puted similarly as illustrated in part 4 of the
example. These computations result in the
following sets; they are marked by anno-
tated dotted arrows in Figure 2:

MissingLNK ‘"”d =0, MissingLNK'? ‘=0,
MissingLNK"™* =,

- - 3
MissingLNK*™" = {(as, asq.et, ), (as,as,.et, )}
MissingLNK"* =g

R

MissingLNK;”d :{(ass,as7,eté)}

This means for example, that interfaces and
communication links have to be imple-
mented for transporting coded diagnoses
and procedures from the "PMS patient man-
agement system” to the RIS. This is neces-
sary because the PMS had been denoted to
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Mz'ssmgLNKf"

::{(asn,asm,etq)eﬁx&xﬂ:"d

S

as, € AS"™" nas, € AT A
£ m I g

ﬂDATA“AVA[LABILITY({asn},{aS,,,},etq)J ‘

Fig. 9 Setof communication links which have to be realized to overcome unproper storage af updated entity types

be master of coded diagnoses and procedur-
es; and therefore updated data of these en-
tity types have to be transported to the RIS.
Perhaps the origin of the problem is not the
missing link, but the declaration of PMS as
master for coded diagnoses and procedures.

5. Discussion

This paper is another attempt to contribute to a
theory of quality of information systems.
Similar as key performance indicators for
functional redundancy, informational redun-
dancy, degree of heterogeneity and degree of
computer-support in [10] it contributes to the
aspect of structural quality [11] of information
systems. Talking about structural quality
makes clear, that data availability as described
here may be necessary but by no means suffi-
cient for the overall assessment of trustworthi-
ness of health information systems.

Besides presenting one more criterion
for structural and architectural quality of in-
formation systems, we wanted to show that
formal methods used in graph theory and
compiler theory can also be used in the field
of health information systems, which is still
dominated by pragmatic, straightforward
approaches instead of systematic methods.
The very prerequisite of such methods is an
appropriate ontology for describing infor-
mation systems. And if the methods shall be
shared, a shared ontology is needed as well.
We understand the ontology presented here
as a proposal for a shared ontology for de-
scribing health information systems.

Moreover, this approach is not only a
contribution to theoretical concepts, but in-
tended to be as well an effective as an effi-
cient support for information management to
improve quality of information systems in
practice. We hope that we could demonstrate

in Chapter 4 the practical impact and there-
fore the effectiveness of our approach for its
application 1n information management. We
claim also for efficiency because information
managers do not need to model their complex
information systems especially for applying
the predicates and algorithms proposed here.
Of course, such efforts would not pay for only
this end. Moreover, a model of an information
system based on the meta model introduced
here and perhaps by having used the 3LGM?
tool [12] can also be used e.g. to analyze costs
[13] or can serve as the basis for configuration
management [14] and change management
([15], p 42) without alterations of the model.
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